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Introduction

This document outlines the comprehensive process of identifying, analyzing, and
documenting the activities of a Remote Access Trojan (RAT) known as
STRRAT, which was observed during an in-depth network traffic analysis. The
investigation was centered around the infection of a system in the network, labeled
172.16.1.66, which established communication with a Command and Control
(C&C) server at 141.98.10.79. This report includes a technical breakdown of the
captured network traffic, key indicators of compromise (IOCs), and visual

representations to demonstrate the flow of malicious activities.
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1. Executive Summary

« Incident Overview: The incident involves a potential malware infection on
the system with the hostname DESKTOP-SKBR25F. The infection appears
to be associated with the STRRAT malware family, which is a type of
Remote Access Trojan (RAT). It is engaging in Command and Control
(C&C) communication with an external server (141.98.10.79).

o Timeline: The event occurred on 2024-07-30 between 02:38:48 and
02:41:43 UTC.

« Key Event: The system was found initiating several outbound connections
to an external IP address, believed to be controlled by the attacker. The
malware uses TCP port 12132 for communication, with a STRRAT CnC
Checkin signature detected by Suricata.

STRRAT RAT Communication with C&C Server

Malicious Commands
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Figure (1 ) shows how STRRAT malware typically communicates with C&C
servers.
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2. Victim Details

« Hostname: DESKTOP-SKBR25F

o IP Address: 172.16.1.66

« MAC Address: 00:1E:64:EC:F3:08.
o Windows User Account Name: (N/A)
« Additional Information:

o

The infected system is attempting to resolve several domain names,
including ldap._tcp.Default-First-Site-
Name._sites.dc._msdcs.wiresharkworkshop.online and wireshark-ws-
dc.wiresharkworkshop.online, indicating possible communication
with internal systems or domain controllers.

The system is engaged in LDAP queries and DNS requests, both of
which are normal, but the repeated C&C communication suggests
potential malicious activity.

o System Activity:
The infected system was observed making frequent requests to the following
services:

o

o

Port 445 (SMB): Likely to exploit file sharing and possible lateral
movement within the network.

Port 389 (LDAP): Possible enumeration of users or devices on the
network.

Port 53 (DNS): Suspicious DNS traffic, possibly for tunneling or
covert communication.

Port 135 (RPC): Exploits RPC services, used for remote access or
code execution.

Port 443 (HTTPS): For encrypted communication to external
malicious servers, potentially for exfiltration or command execution.

o Internal Network Activity:

o

o

The system attempted several network connections to internal services
such as SMB and DNS, possibly searching for vulnerable machines or
attempting data exfiltration.

A large portion of the traffic was sent out to external addresses over
HTTPS (Port 443), suggesting the use of encrypted exfiltration
channel

o Presence of Malware:

o

STRRAT appears to have been successfully deployed, based on the
consistent C&C check-ins and the traffic patterns seen across
different ports.
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o STRRAT may have been dropped by an initial exploit or phishing
email targeting this host.

Traffic Analysis and Overview

To initiate the traffic analysis, Suricata was executed in offline mode using a
custom bash script. This allowed Suricata to process a pre-captured PCAP file
(traffic-analysis-exercise.pcap) without the need for live network traffic.

Figure ( 2 ) shows the script we used to run Suricata offline

ap - ata/

Figure ( 3 ) shows Suricata generated a total of 114 alerts

The captured traffic and logs were meticulously analyzed using Suricata for
patterns indicating malicious C&C communications. Several critical findings
include:

3. DNS Query Log

A DNS query for wireshark-ws-dc.wiresharkworkshop.online was observed,
confirming the communication between the infected system and the domain
controller (172.16.1.4). The query and response logs revealed the active presence
of a malicious entity attempting to identify service records (SRV).
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Figure (4 ) shows DNS Query Log
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4. Indicators of Compromise (I0Cs)

Suricata flagged multiple instances of STRRAT C&C Check-ins. Each check-in
was detected as a malware command and control activity with the signature
"ET MALWARE STRRAT CnC Checkin".

Sample Suricata Alert:

o Signature: ET MALWARE STRRAT CnC Checkin
o Alert ID: 2030358
o Severity: Major
o Detected Traffic:
o Source IP: 172.16.1.66 (infected system)
o Destination IP: 141.98.10.79 (C&C server)
o Port: 12132 (used for C&C traffic)

o Malicious IP Address: 141.98.10.79 — This is the external server involved
in the C&C check-ins.
« Malicious Domains:
o _ldap. tcp.Default-First-Site-
Name. sites.dc. msdcs.wiresharkworkshop.online
o wireshark-ws-dc.wiresharkworkshop.online
o Malware Family: STRRAT
o Ports:
o TCP Port 12132 (Primary C&C communication port)
o Suricata Signature:
o ET MALWARE STRRAT CnC Checkin — The signature for the
STRRAT malware was triggered multiple times during the
investigation.
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5. Malicious Activity Detected

o The infected system (172.16.1.66) was observed sending multiple STRRAT
CnC check-ins to the external server (141.98.10.79) using TCP port 12132.
This indicates ongoing communication between the infected system and the
attacker, which is characteristic of a Remote Access Trojan (RAT).

o Malware Activity:

o STRRAT is being used to maintain control over the infected system
and possibly exfiltrate data.

o The infected system was engaging in LDAP searches and DNS
queries, potentially to map out the internal network or gain additional
credentials.
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=== Domain ===\ Domain Controller e—————f==ly Malicious C&C Server
172.16.1.4 C&C 141.98.10.79
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172.16.1.66 LDAP &
Netlogon — # : Y

Requests :
Internal Resources STRRAT Malware Traffic

&Susplcmus Activity Detected

= = = =J» Malicious Data Flow

Figure ( 5) Show the data flow between the infected system, internal
resources, and external C&C server, highlighting where the malicious activity is
taking place.
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Figure (6 ) Packet Capture Overview: A snippet of the captured packets
showing TCP port 12132 communication between the infected system and the
C&C server.
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Conclusion and Remediation

o Conclusion: The analysis confirms that 172.16.1.66 (DESKTOP-SKBR25F)
is compromised with STRRAT malware. It is actively attempting to
communicate with an external C&C server, 141.98.10.79. Immediate action
is required to isolate the system and block the external IP address to prevent
further communication.

« Recommended Actions:

Disconnect the infected system from the network.

Block IP address 141.98.10.79 at the perimeter firewall.

Conduct a full malware scan and remove any identified threats.
Change all credentials used by the affected system, especially if any
Netlogon attributes were compromised.

5. Review LDAP logs for any additional signs of lateral movement.

S
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